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ETHEREUM 101
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Ethereum Basics: Ether

• Ether (ETH) is a cryptocurrency, just like Bitcoin
• Ethereum uses a blockchain to store transactions.
• All transactions on the Ethereum blockchain are 

public.
• Ethereum addresses can hold balances and 

require authorization (typically in the form of 
private keys) to spend from them

• Unlike Bitcoin, Ethereum transactions send exact 
amounts from one address to another.
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Ethereum Basics:
Smart Contracts
• The Ethereum network can store and run programs.

• Ethereum has a programming languages that 
enable the creation of:
• Fungible tokens (i.e. cryptocurrencies)
• Non-fungible tokens (e.g. Bored Apes)
• Smart contracts (i.e. computer programs)
• DeFi Platforms (i.e. financial services programs)

• Ethereum addresses typically store their owner’s 
ether as well as their tokens.
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Information displayed by Ethereum 
Blockchain Explorers
• Block information: dates, times and transactions
• Transaction information:

• Amounts of Ethereum transferred
• Tokens transferred
• Senders and recipients
• Dates and times

• Ethereum Address information:
• Balances
• Token holdings & activity
• Address type: Contract Account or Externally Owned 

Account (EOA)
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Some Ethereum Blockchain Explorers
• Etherscan.io - English, Chinese, Korean, 

Russian, and Japanese
• Etherchain.org
• Ethplorer.io - English, Chinese, Spanish, French, 

Turkish, Russian, Korean and Vietnamese
• Blockchair.com/ethereum - English, Spanish, 

French, Italian, Dutch, Russian, Chinese, etc.
• Blockscout.com
• OKLinl.com/eth
• Otterscan.io

https://etherscan.io/
https://www.etherchain.org/
https://ethplorer.io/
https://blockchair.com/ethereum
https://blockchair.com/ethereum
https://blockscout.com/
https://www.oklink.com/eth
https://otterscan.io/
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Important features
• What language do they support?
• Do they present information clearly?
• Is the information that they contain comprehensive?
• Do they allow you to export information (e.g. in CSV 

files)
• Do they allow you to identify an address’ Ethereum 

based assets?
• How comprehensive is the list of tokens/projects that 

they identify?
• Timeline graphics?
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ETHERSCAN.IO
The most popular Ethereum Blockchain Explorer
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Etherescan - Search

• Ethereum Address
• Transaction Hash
• Block number
• Ethereum Name Service name (ENS)

https://etherscan.io/ 

https://etherscan.io/
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Two Ethereum Address Types

Externally Owned Accounts

• May have an ETH 
balance

• No associated code
• Can initiate transactions
• Ability to send crypto is 

controlled by private keys

Contract Accounts

• May have an ETH 
balance

• Has associated code
• The code is initiated by 

transactions or messages 
from other addresses

• Its code must be 
deployed by another 
address



UNCLASSIFIED - NON CLASSIFIÉ

11

Contract Accounts

• Contract accounts are identified in Etherscan by the 
word Contract.

• Contracts must be deployed by other contracts
• Tracing the deployer account may help you identify 

who is behind the smart contract’s project (e.g. Bored 
Ape Yacht Club)
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Etherscan Addresses/Accounts

• The Address page will tell you:
• The address type (Contract or EOA)
• The address deployer (if it is a Contract 

address)
• The address’ ETH balance
• Warning information about the address
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Exercise 
Etherscan Address

Search for the following Address:
0x3DD59DE66e2AD31A7D663Df977Ddd6E5F2a5F6b6

1. Is the address a Contract or an EOA?

2. What is the balance of the address?

3. What name has the address been given by 
Etherscan?

4. Click on some transaction hashes:
1. Can you identify any Ether being moved into the 

address?

2. What type of NFTs did the address transfer?

https://etherscan.io/ 

https://etherscan.io/
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ETHERSCAN TRANSACTIONS
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Some Basic Transaction Types

1. Simple ETH transfer
• Moves ETH from one account to another
• Requires payment of a fee

2. Simple Token Transfer
• Moves a token from one account to another
• Requires a fee payment as well as interaction with 

the token’s smart contract

3. Transfer using a Smart Contract
• Initiated by another address (EOA or Contract)
• Requires fee payment as well as interaction with 

smart contracts
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Etherscan Transactions

• You can search for a specific transaction using its 
hash.

• You can view an address’ different types of token 
transfers
• ERC20 fungible tokens
• ERC721 NFTs
• ERC1155 tokens (multiple token types)

• You can view the address’ activity timeline
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ERC20 - Cryptocurrency

0x165CD37b4C644C2921454429E7F9358d18A45e14
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ERC721 - NFT

0x165CD37b4C644C2921454429E7F9358d18A45e14
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ERC1155 - Multitoken

0x165CD37b4C644C2921454429E7F9358d18A45e14
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Analytics - Timeline

0x165CD37b4C644C2921454429E7F9358d18A45e14

https://etherscan.io/ 

https://etherscan.io/
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Ethereum (ETH) Transfer
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ERC20 (cryptocurrency token) Transfer
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ERC721 (NFT) Transfer
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Transactions on other Chains?
• Etherscan will show you if an address conducted on 

other chains such as the Binance Smart Chain 
(BSC), Polygon, or other chains.
• This can lead you to additional assets as well as an 

extended transaction history.
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Clicking on the “b” link will bring up 
Blockscan
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Blockscan links will bring up the address in a 
blockchain explorer for the selected chain
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You can then examine the address’ transactions on the other 
blockchain
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Etherscan Transaction Exercise

Search for the following transaction ID: 
0xbfad81c48e7853d9f26752823390bed1d99a3b16c
b9314122f0d68cd20efd656

1. What is the date and time of the transaction?

2. What was transferred in this transaction?

3. How much was transferred?

4. What was the gas fee?

5. Which address sent the tokens?

6. Which address received the tokens?

7. What types of addresses are the senders and the 
recipients (Contract or EOA)?

https://etherscan.io/ 

https://etherscan.io/
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ETHERSCAN AND NFTS
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Etherscan & NFTs

• Etherscan allows you to search for individual NFTs 
and will display their history of their sales as well as 
their transfers.

• A simple sale will include:
• A transfer of ETH from the buyer to the seller.
• A transfer of the NFT from the seller to the buyer.

• Transfers may become more complex if the sales or 
transfers are made through marketplaces or 
decentralized platforms.

• When NFTs are stolen no sale transaction takes 
place – the NFT is just transferred.
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Etherscan URLs
• A fast way to get information on specific tokens is to 

query Etherscan directly with a URL.
• The URL will take you directly to the information you 

need.
• Simply clicking on links may not get you to the 

information page that you are looking for (e.g. one 
containing an image of the NFT).

• You need to know: 
• The token contract address
• The token ID number 
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Some Useful URLS
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URL Exercise

• Search for Bored Ape token 1035
• Contract: 

0xBC4CA0EdA7647A8aB7C2061c2E118A18a936f13D

• Numeric ID: 1035

• What does it look like?
• How many transactions has it been involved in?
• Who owns it at the moment?
• What was the last sale price?
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URL Exercise

• Search for Autoglyph token 509
• Contract: 

0xd4e4078ca3495DE5B1d4dB434BEbc5a986197782

• Numeric ID: 509

• What does it look like?
• How many transactions has it been involved in?
• Who owns it at the moment?
• What was the last sale price?
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You can now chat with the owner!
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You can use the same technique on some 
NFT platforms like OpenSea
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Useful Reference Materials

• European Cyber Crime Centre (EC3) (2022). Etheruem 
Guide - Follow the Ether, Europol.

• Ethereum Glossary: https://info.etherscan.com/glossary/
• Ethereum 2.0 Glossary: https://info.etherscan.com/eth2gl

ossary/
• Etherscan FAQ: https://info.etherscan.com/tag/faq/
• Ethereum Documentation: https://ethereum.org/en/deve

lopers/docs/

https://info.etherscan.com/glossary/
https://info.etherscan.com/eth2glossary/
https://info.etherscan.com/eth2glossary/
https://info.etherscan.com/tag/faq/
https://ethereum.org/en/developers/docs/
https://ethereum.org/en/developers/docs/
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